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Make the following changes to Section 9 to Volume 1

9.  Audit Trail and Node Authentication (ATNA)

The Audit Trail and Node Authentication (ATNA) Integration Profile establishes security measures which, together with the Security Policy and Procedures, provide patient information confidentiality, data integrity and user accountability. This environment is considered the Security Domain and can scale from a department, to enterprise or affinity domain. The ATNA model consideres that within the secure domain the following is true:

1) All machines are host authenticated. (There are various means of accomplishing this.) This authentication identifies the machine as being one that is known to the security system of the hospital, with known security characteristics. Unknown machines might be granted access, but with the caveat that they are only granted access to information that is authorized for disclosure to the public or to unknown machines. (A patient might choose to allow information such as appointment schedules to be at risk of machine disclosure by unknown machines while not allowing more sensitive PHI to be disclosed.)

2) The host identification is used to determine what (if any) access should be granted to automated processes on that host, and/or persons under the direction of that host’s access controls. In practice the automated processes play a critical role, managing issues like pre-fetching, thus person authentication/identification is not sufficient.

3) The secure node is responsible for providing reasonable access controls. This typically includes user authentication and authorization. The value of this user authentication needs to be balanced against the possible safety and patient health impacts of delaying delivery of care by the additional authentication steps. 

4) The secure node is also responsible for providing security audit loging to track security events. In healthcare this audit log is often more useful than strict access controls and should be relied upon even in emergencies.

This model is partially driven by the underlying assumption that there will be situations where documents are being exchanged between machines and stored on the recipient. This is partly driven by the need for healthcare systems to operate in disasters and overload situations, where the network operation is limited or destroyed. It is not safe to assume that clients are display only. So there will be semi-permanent copies of most information kept. Even in normal operation, healthcare providers may have only 15 minutes per patient. Good healthcare system design recognizes the need to not waste any of those seconds searching and transferring documents over a network. The documents are transferred in advance, and are kept localy until it is determined that they are no longer needed. There are thin client display only applications in healthcare, but they are limited to uses that can fail without introducing risks to safety or patient health, but a complete security/privacy design requires handling situations where data is stored after retrieval. 

ATNA Goverance Assumptions

The underlying assumptions are:

· All systems that are members of the secure domain implement a Secure Node Actor for the ATNA profile.  The ATNA profile defines transactions between the secure nodes to create a secure domain that is under the management of a domain security officer.  

· All applications on a secure node will comply with ATNA requirements, regardless of whether they are IHE Actors or not.  They apply to all IT assisted activities that directly create, access, update, and delete PHI, not only those specified by IHE and performed by IHE actors.

· IHE addresses only those security requirements related to systems within the scope of IHE healthcare applications. It does not address other security requirements such as defending against network attacks, virus infection, etc. The principal objective of the Audit Trail mechanism is to track data access to PHI, not IHE transactions. 

· Mobile equipment can participate in the Audit Trail and Node Authentication Integration Profile, but special issues related to mobile equipment are not explicitly addressed in this profile.

· ATNA assumes that physical access control, personnel policies and other organizational security considerations necessary to make an enterprise compliant with security and privacy regulations are in place.

9.1
Authentication

ATNA contributes to access control by limiting network access between nodes and limiting access to each node to authorized users.   Network communications between secure nodes in a secure domain are restricted to only other secure nodes in that domain.  Secure nodes limit access to authorized users as specified by the local authentication and access control policy.

9.1.1 User Authentication

The Audit Trail and Node Authentication Integration Profile requires only local user authentication. The profile allows each secure node to use the access control technology of its choice to authenticate users. The use of Enterprise User Authentication is one such choice, but it is not necessary to use this profile.

9.1.2 Connection Authentication
The Audit Trail and Node Authentication Integration Profile requires the use of bi-directional certificate-based node authentication for connections to and from each node.  The DICOM, HL7, and HTML protocols all have certificate-based authentication mechanisms defined.  These authenticate the nodes, rather than the user.  Connections to these machines that are not bi-directionally node-authenticated shall either be prohibited, or be designed and verified to prevent access to PHI.

Note:
Communications protocols that are not specified by IHE profiles, e.g. SQL Server, must be bi-directionally authenticated if they will be used for PHI.  This profiles does not specify how that authentication is to be performed.

This requirement can also be met by ensuring complete physical network security with strict configuration management.  This means that no untrusted machine can obtain physical access to any portion of the network.  Making the connection authentication configurable enhances performance in physically secured networks.  A Secure Node Actor shall be configurable to support both connection authentication and physically secured networks. 

IHE does not mandate the use of encryption during transmission.  Most hospital networks provide adequate security through physical and procedural mechanisms. The additional performance penalty for encryption is generally not justified for these networks.   This profile mandates the use of the TLS security negotiation mechanism for all communications between secure nodes as a means of ensuring that they only communicate with other authorized secure nodes.  It permits the negotiation of encryption if both nodes are configured to request and support encryption.  This allows installation of IHE secure nodes into environments where the network is not otherwise secured.   

9.2
Security Audit Trails

User Accountability is provided through Audit Trail. The Audit Trail needs to allow a security officer in an institution to audit activities, to assess compliance with a secure domain’s policies, to detect instances of non-compliant behavior, and to facilitate detection of improper creation, access, modification and deletion of Protected Health Information (PHI). PHI is considered to be the patient-identifiable information records (e.g. Registration, Order, Study/Procedure, Reports, Images, and Presentation States).  PHI may be accessed by users or exchanged between the systems. This includes information exported to and imported from every secured node in the secure domain.

The user accountability is further enhanced through a standards based Centralized Audit Record Repository, that provides a central Audit Record repository as the simplest means to implement security requirements. An immediate transfer of Audit Records from all the IHE actors to the Audit Record Repository is required when possible, reducing the opportunities for tampering and making it easier to audit the department, but disconnected nodes may store audit data for transfer to the Audit Repository upon reconnection to the secure domain network.  

The audit trail contains information so that questions can be answered such as:

· For some user: which patients’ PHI was accessed?

· For some patient PHI: which users accessed it?

· What user authentication failures were reported? 

· What node authentication failures were reported?

The Audit Trail and Node Authentication Profile provides tools that are useful for enterprises attempting to become compliant with privacy and security regulations (HIPAA, European, Japanese, etc.), but the profile does not itself make the enterprise compliant. For guidance on proper audit log management enterprises should look to documents such as NIST SP 800-92 – Guide to Computer Security Log Management.

9.2.1
Audit Messages

The use of auditing as part of a security and privacy process is appropriate for situations where the people involved are generally trustworthy and need a wide range of flexibility to respond rapidly to changing situations.  This is the typical healthcare provider environment.   Auditing tracks what takes place, and the people involved know that their actions are being audited.   This means that the audit records must capture event descriptions for the entire process, not just for individual components that correspond to individual IHE actors.

The IHE audit trail is the first of several profiles that correspond to different forms of access control and authentication.  Auditing is always needed independent of the access control and authentication method chosen.  

The IHE-specified audit flow is illustrated in Figure 9.2-1. 

1. Real world activities take place, and some of these activities involve the applications processing of a device that includes support for some IHE profiles.  This product has components that may correspond to specific IHE Actors.  The product may also have other capabilities that are independent of IHE recommendations.

2. A wide variety of events take place during this process.  Some of these events are directly related to IHE Actor activities.  Others may be indirectly related, and still others are not related to any IHE specification.  The events are both extremely detailed minor events, such as keystrokes, and high level events such as analyzing a diagnostic study.  Very few of these events are relevant to security and privacy auditing.  Most are too low level to be useful or are otherwise irrelevant.

3. The “Security Audit and Access Accountability Message XML Data Definitions for Healthcare Applications” (RFC-3881) defines an XML schema for reporting events that are relevant to security and privacy auditing.  It was defined in cooperation with the ASTM, HL7, and DICOM standards organizations and the NEMA/COCIR/JIRA Security and Privacy Committee.   The IHE recommends the use of the RFC-3881 format, and recommends reporting only events that it can describe.
a) DICOM has standardized some of the audit message vocabulary.  The DICOM Audit Message Vocabulary extends the basic vocabulary provided with RFC-3881, and also further specifies some optional elements in RFC-3881.  An example of vocabulary extension is the addition of a coded value to indicate that a field contains a DICOM Study Instance UID.  An example of optional element specification is the requirement that the UserID field in RFC-3881 messages shall be the user ID used by the local device operating system, and that the AlternateID shall be the user ID used by the enterprise authentication system (if it is different).

b) This profile defines other events that do not correspond to events defined in the DICOM vocabulary.  These events are describable by RFC-3881, and this profile includes requirements for such descriptions.

4. IHE auditing specifies that when using the RFC-3881, events that can be described using the DICOM vocabulary they shall be reported using the DICOM vocabulary, even if the device is not otherwise a DICOM compliant device.  Events that do not match the DICOM vocabulary shall be reported using RFC-3881 vocabulary or other extensions.  Events that cannot be reported using RFC-3881 are not candidates for reporting.

5. The local site will then apply its own reporting policies.  The IHE profile specifies the capabilities that should be present for audit reporting, and also that there should be controls present to allow the local site security administration to control reporting detail.  The IHE profile does not specify any audit reporting functions or formats.

6. IHE specifies events that must be reported in the audit trail.  There are other events related to security, which may be reported in the audit trail or by other means.  This profile does not describe them and does not require that they use this reporting format or mechanism.  Examples of such events are OS login, network routing and firewall logs.
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