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	Add a section to EUA that explains how to fill out the ATNA audit message for the EUA Get User Authentication transaction. This would include the same type of table as is found in the ATNA section (e.g. 3.20.7.3.1)

Needs to discuss Login for Get TGT, No audit for service use, and advise on logout.




Add the following to EUA – 3.2.6

3.2.6 Security Audit Log
The Client Authentication Agent shall produce the ATNA UserAuthenticated event for each Get Authentication [ITI-2] transaction with the EventTypeCode equal to Login or Failure as appropriate. If the application knows about logout, this shall produce a UserAuthentication event with the eventTypeCode of Logout.  The UserName element shall be the Kerberos identity in the form of username@realm.

	
	Field Name
	Opt.
	Value Constraints

	Event
	Event ID
	M
	EV (110114, DCM, “UserAuthenticated”)

	
	Event Action Code
	M
	EV “E” (Execute)

	
	EventDateTime
	M
	Date and time with precision to one second

	
	EventOutcomeIndicator
	M
	not specialized

	
	EventTypeCode
	U
	EV (110122, DCM, “Login”)
EV (110123, DCM, “Logout”)

	User (1..n)
	User ID
	M
	username@realm

	
	UserName
	U
	username@realm

	
	UserIsRequestor
	U
	not specialized

	
	RoleIDCode
	U
	not specialized


For example:

<AuditMessage>

<EventIdentification EventActionCode="E" EventDateTime="2006-01-18T15:36:12" EventOutcomeIndicator="0">

<EventID codeSystem="DCM" code="110114" displayName="User Authentication"/>

<EventTypeCode codeSystem="DCM" code="110122" displayName="Login"/>

</EventIdentification>

<ActiveParticipant  NetworkAccessPointID="misys1" NetworkAccessPointTypeCode="2"  UserID="marxg" UserIsRequestor="true"/>

<AuditSourceIdentification AuditSourceID="EHR_MISYS"/>

</AuditMessage>
Add the following to EUA – 3.3.5
3.3.5 Security Audit Log
The  Get Service Ticket [ITI-3] Transaction is not required to log an ATNA UserAuthentication event in the case of successful communications. An ATNA UserAuthentication event shall be logged when the communications fails for the purpose of authentication failure.

Add the following to EUA – 3.4.5
3.4.5 Security Audit Log
The Kerberized Communications [ITI-4] Transaction is not required to log an ATNA UserAuthentication event in the case of successful communications. An ATNA UserAuthentication event shall be logged when the communications fails for the purpose of authentication failure. 

