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	Rationale for Change:

ATNA auditing seemed to be skewed to apply more comfortably to healthcare applications and did not apply well to server side applications.  Tasks like “logging in and accessing a patients PHI data” does not make sense for generalized server side applications.

  (added from CP 158) There are security events that are not mitigated by healthcare applications. For example filesystem accesses. Some argue that there should be some agent (written by the healthcare vendor) on the box that is harvesting the file-system logs and producing the appropriate ATNA event. I argue that if the system is a medical device then it must do this. A medical device can't allow a third party (security log analysis tool) application to harvest the audit logs. A typical IT box is best served by allowing a third party application to do the harvesting. ATNA really should be scoped to the part of the node that is provided by the healthcare vendor. This is not easy to say or understand. This is something IHE RAD never had to consider, but is a reality for ITI

 Connectathon Testing Consideration:  There will be connectathon decisions on what the testing and test plans comprise.  The profile does not specify this.


Modify Section 2.2.7

2.2.7
Audit Trail and Node Authentication (ATNA)

Audit Trail and Node Authentication establishes the characteristics of a Basic Secure Node:

1. It describes the security environment (user identification, authentication, authorization, access control, etc.) assumed for the node so that security reviewers may decide whether this matches their environments.

2. It defines basic auditing requirements for the node

3. It defines basic security requirements for the communications of the node using TLS or equivalent functionality.

4. It establishes the characteristics of the communication of audit messages between the Basic Secure Node, and  Audit Repository nodes that collect audit information.  

5. It defines a Secure Application actor for describing product configurations that are not able to meet all of the requirements of a Secure Node.
Note:
ATNA security considerations require the use of Secure Nodes.  The Secure Application is defined to permit product configurations to indicate that the product is ready for easy integration into a Secure Node environment because it performs all of the security related functions that are directly related to the application function.   See section 9.7 for more details.

This profile has been designed so that  specific domain frameworks may extend it through an option defined in the domain specific technical framework.  Extensions are used to define additional audit event reporting requirements, especially actor specific requirements.   The Radiology Audit Trail option in the IHE Radiology Technical Framework is an example of such an extension.
Modify Section 9.4

When an implementation chooses to support this Integration Profile for an actor, that actor shall be grouped with the Secure Node actor.  It is required that all IHE actors and any other activities in this implementation support the Audit Trail and Node Authentication Integration Profile. 

A means must be provided to upload the required certificates to the implementation, e.g. via floppy disk or file transfer via network.

Non-IHE applications that process PHI shall detect and report auditable events, and protect access.

Table 9.4-1.  Audit Trail and Node Authentication Integration Profile - Actors and Transactions

	Actor
	Transactions 
	Optionality
	Vol II / III Section

	<any PHI application grouped with a Secure Node Actor>
	Record Audit Event
	R
	IHE ITI-2: 3.20

	<any IHE actor grouped with a Secure Node actor>
	Record Audit Event
	R
	IHE ITI-2: 3.20

	Audit Record Repository
	Record Audit Event
	R
	IHE ITI-2: 3.20

	Secure Node
	Authenticate Node
	R
	IHE ITI-2: 3.19

	
	Maintain Time
	R
	IHE ITI-2: 3.7

	Secure Application
	Authenticate Node
	O
	IHE ITI-2: 3.19

	
	Maintain Time
	O
	IHE ITI-2: 3.7

	
	Record Audit Event
	O
	IHE ITI-2: 3.20


Table 9.4-2  ATNA Extensions in other domain Technical Frameworks

	Profile Option
	Vol & Section

	Radiology Audit Trail Option 
	RAD TF-1: 2.2.1; TF-2: 5.1


The Secure Node Actor shall include:

1.
The Authenticate Node transaction for all network connections that may expose private information.  These transactions are defined for:

a)
DICOM, using TLS

b)
HL7, using TLS

c)
HTTP, using TLS

2.
All local user activity (login, logout, etc.) protected to ensure only authorized users.

3.
An audit transport mechanism, either:

a)
Reliable Syslog Cooked Profile format (RFC-3195, Section 4)  

b)
BSD Syslog (RFC-3164), the baseline syslog mechanism.

4.
Generation of  audit messages for recommended events utilizing one of the defined alternatives for audit message formats.  The audit messages formatted are:

a)
The IETF common audit message format, using the DICOM and IHE vocabularies.

b)
The Provisional IHE Audit Message format,

The difference between the Secure Node and the Secure Application is the extent to which the underlying operating system and other environment are secured.  A Secure Node includes all aspects of user authentication, file system protections, and operating environment security.  The Secure Application is a product that does not include the operating environment.  The Secure Application provides security features only for the application features.  See section 9.7 for the relationships among a Secure Node, Secure Application, and other actors.
Add Section 9.7 to ITI Volume 1  (Section 9 covers ATNA profile)

9.7
Relationship between Secure Node, Secure Application, and other Actors

The allocation of responsibilities when an actor is grouped with a secure node can be complex when different parties are responsible for different parts of the system.  This situation arises frequently in situations like web server applications, where there is an operating system, a web server framework, and individual web applications.  These might all be from different vendors.  Each of these components has a role in performing security related tasks.  There is also a system integrator who is responsible for assembling these components into the final complete system.  It is the responsibility of the system integrator to insure that all of the necessary security functions are implemented by the appropriate system component.

Note:
The system integrator might be a product vendor, outside consultant or internal staff.  IHE does not specify business relationships.  The term is used here to indicate a functional role, not a business relationship.

IHE has split these into two primary categories:

· The healthcare functions.  These are identified as IHE actors.  IHE does not specify how functional actors are implemented.  Multiple actors might be implemented by one web application, and it may take multiple web applications to implement one IHE actor.  IHE allocates functions to the actors and it is the implementors task to allocate these to individual web applications.

· The underlying operating environmental components.  The IHE identifies these as the Secure Node actor.  It is the system integrator that determines how the functions of the Secure Node actor are allocated to individual components.


When a product claims support for the Secure Application actor, it is claiming that it performs those functions that are appropriate to it’s IHE task.  This will certainly include some audit responsibilities, will probably include some communications security responsibilities, and may include other security responsibilities.  The specifics of these responsibilities depends upon the functions and options of that product.  For example, a product that includes a user login capability will generate user related audit events and perform the user authentication.  In contrast, a single function web application might only generate audit messages related to its function, and will depend upon the external secure node environment for other functions.

This means that product descriptions must be sufficient for the system integrator to determine whether all of the necessary security functions are present.  If the single purpose web application is depending on the web server environment to provide node authentication, this must be clear to the system integrator.  Not all web server environments provide that authentication, and the integrator will need to ensure that authentication is provided when needed.

When describing what security features have been implemented in a product, the following rules apply:

6. If the product claims to include the Secure Node actor, the product has been integrated so that all of the operating system and other environmental security features are present.

7. If the product claims only to include the Secure Application actor, that indicates that only those security features that apply to the application features are provided by the product.


Product selection can then use the IHE conformance claim for a summary view of the security features provided by the product.  The system integrator can use this information to determine what additional products or integration work will be needed to establish the functionality provided by a Secure Node if the application products are only Secure Applications.

