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	Experience at Connectathon showed that it is hard to turn off encryption with HTTP. Even Web-Services recommendations from WS-I say that encryption is manditory. Thus I would like to propose that with HTTP transports encryption is not optional.




Modify section 3.19.6.2.1

3.19.6.2.1 Expected Actions 
A trusted association will be established between the two nodes. This association will be used for all further secure transactions between the IHE actors in two nodes. 

The HTTP connection shall be made using a TLS connection in the same manner as HL7 and DICOM TLS connections described above, although the port number shall be configurable. HTTP communications shall require the encryption-option.

Note:

IHE permits DICOM and HL7 connections to use encryption none because these connections are often internal to the organization, protected by other security mechanisms, and in the case of DICOM convey very large quantitites of data.  The mandatory imposition of additional encryption on that traffic has significant performance impact.  HTTP communications are much less voluminous, and many existing browser implementations do not support encryption none.

